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Abstract

Resource borrowing is a common underlying approach in grid computing and thin-client
computing. In both cases, external processes borrow resources that would otherwise be
delivered to the interactive processes of end-users, creating contention that slows these
processes and decreases the comfort of the end-users. How resource borrowing and user
comfort are related is not well understood and thus resource borrowing tends to be
extremely conservative. To address this lack of understanding, we have developed a
sophisticated distributed application for directly measuring user comfort with the
borrowing of CPU time, memory space, and disk bandwidth. Using this tool, we have
conducted a controlled user study with qualitative and quantitative results that are of
direct interest to the designers of grid and thin-client systems. In this report, we describe
the system in detail and related implementation issues. We also discuss other factors
related to the project and also details of the controlled study. A separate paper documents
the results of this controlled study in more detail.
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fine-tuning his feedback. Advantage of this method is that it would allow us to develop a more sophisticated
model of user comfort with resource borrowing. However, it would also require more participation from the
user, making fewer users interested in trying our software. Based on results from our current study, other
methods may also be considered for feedback in the future.

2.4 Theclient/server architecture

The Understanding User Comfort System employs a client-server system. This allows us lot of flexibility
in transferring testcases and results between the client and server. The client is the application on the user’s
end which does all the resource borrowing tasks. The server is responsible for sending new testcases to the
client and also for receiving back results from the client. A client-server system allows us some flexibility:

1. Testcases need not be packaged with the client. This allows us to withdraw some testcases or add new
testcases to the testcase database which the clients can download wherever they may be installed.

2. All the results can be gathered at the server, which facilitates organizing and analyzing the results.

3. It also allows us to control parts of the behavior of the client like wait time between testcases, user
idle time parameters, etc.

The client can be configured to periodically hotsync with the server. Hotsync refers to the downloading of
new testcases by the client and transferring the results back to the server. The following is a brief description
of both the processes

Downloading Testcases: The server is designed to send a random set of testcases from its testcase
repository. The client decides how many testcases it wants to receive, which is a configurable parameter on
the client side. Thus each client receives a different set of testcases from the server.

The server picks up testcases randomly from its repository using a exponentially distributed random
seek distances in the file. It starts from the beginning and seeks using the exponential distribution. A\,
the mean value of the exponential distribution is chosen as ——fotalnumberoflestcasts . The client on
receiving the new set of testcases, merges them with its existing set of testcases maintaining a sorted order.
This is implemented using a simple merging algorithm that also eliminates any duplicates received from the
server.

Sending Results: The client sends back the following information to the server:
e The results file which logs all the user feedbacks along with the monitored information.
e The system configuration file if it hasn’t been sent before

e The config file which contains the configuration information about the client. This is only referred to
in case of any discrepancy faced later on.

The server is multi-threaded to handle multiple client connections simultaneously. It was tested for robust-
ness with 50 clients connecting simultaneously. Several bugs were discovered and fixed during this stress
test.
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Receiving and Sending Testcases

Client Action Server Action

GET

TESTCASE <number of testcases requested> | <Send required number of testcase to client>
CLOSE CLOSE

Notes

Client will disconnect before any connection. | Send testcases randomly from testcase database.
In case of any exception, the client
disconnects and aborts from the operation.

Sending Results to the Server

Client Action Server Action

POST

RESULTS ID (Wait for timestamp) <Send latest Timestamp to the client>
<Send latest results> <Receive and append results to client file>
CLOSE CLOSE

Notes

ID refers to a globally unique ID of the client | Server appends the results to the client’s results file.
The client only needs to send
the results recorded after the timestamp.

Figure 2.8: Protocol for client-server communication

2.4.1 The protocol

The client/server system uses a HTTP like text based protocol. There are two sets of commands, for retriev-
ing testcases and sending results. These protocols are summarized in Table 2.8.

Figure 2.8 does not show the protocol for transferring system information and config information,
which is similar to the results protocol. The server logs every activity to a file. In case of any discrepancy,
the file can be referred to. It also records all the client connects, thus acting as a log for server traffic.

2.5 Theclient interface

Figure 2.9 shows the graphical interface of the UUCS client. The most basic interface is the tray interface
(Figure 2.9(a)), in which a user can only express discomfort, either by clicking on the tray icon or by pressing
a hot-key (F11 here). The remainder of the interface can be disabled, and is disabled in our controlled study.
If it is enabled, the user can see a popup menu (Figure 2.9(b)), or pop up a detailed view (Figure 2.9(c)) of
the operation of the application.
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21



3

Controlled study

As the second stage of our user studies (after a beta test), we conducted a study which involves users
participating in experiments with some pre-specified controls. The purpose of the controlled study is to
answer some of the questions which we want to study and the data which we have got from this study has
indeed given us some clear answers to some questions we had posed earlier.

3.1 Terminology used

User The test subject
Application The program the user runs
Task Period The duration of a task

Task Some operation we ask the user to accomplish using an application. A task is timed and should exceed
the length of a task period in other words, even for power users, they should not ever finish the task in
the task period.

User Comfort Client Our software for inducing and measuring user discomfort
Testcase Period The duration of a testcase. The Task Period is an integral multiple of the Testcase Period.

Run Execution of resource borrowing in the client during a task, using some set of exercise functions.

3.2 Theexperimental setup

Doing a controlled study gives us some advantages, mainly in helping us control various factors which
provide more focus in answering certain questions. Designing the controlled study was tricky and mistakes
in choosing the wrong controls can be costly later on. We also learned from our experience, and would
improve the experiments if repeated.

3.2.1 Hardware

Two machines were used for conducting control experiments in two separate private environments. Their
hardware configuration is summarized in Figure 3.1.
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3.2.2

| Machine Configuration \

Hardware Configuration 2.0 GHz P4, 512 MB, 80 GB.
Dell Optiplex GX270, 17 in monitor

Operating System Windows XP
Applications Installed Word 2002, Powerpoint 2002,
IE 6, Quake 2

Figure 3.1: Machine configuration.

Invitation and interaction with subjects

An advertisement for the controlled study was prepared and posted in the Computer Science Department
and in the Main Engineering Building at Northwestern University (hamed Tech). Email announcements
were also sent to mailing lists. Each subject was asked to fill in a questionnaire with following questions:

1.
2.

Email address
Gender, age, occupation
Overall, do you consider yourself a beginning, typical, or power user of computers?

Overall, do you consider yourself a beginning, typical, or power user of MS Windows, or have you
never used it before ?

For each of our Applications (Word, Powerpoint, Internet Explorer and Quake 111), do you consider
yourself a beginning, typical, or power user, or have you never used it before?

During the experiment, each user was given written instructions 1, after which they started the tasks de-
scribed below. Each task was timed using a custom-made software timer which runs in the background and
pops up at the end of 16 minutes.

The 33 users in our study consisted primarily of graduate students and undergraduates from the

Northwestern engineering departments. Anecdotal evidence suggests that this group is more sensitive to
resource borrowing than others. Each user was given $15 for participating. The duration of the study for
each user was 84 minutes. The user:

1.

Filled out a questionnaire as described above. The key questions were user self-evaluations as “Power
User”, “Typical User”, or “Beginner” for use of PCs, Windows, Word, Powerpoint, Internet Explorer,
and Quake. (5 minutes).

Read a one page handout (5 minutes).

Acclimatized themselves to the performance of our machine by using the above applications (10
minutes).

. Performed the following tasks:

e Word processing using Microsoft Word (16 minutes): Each user typed in a non-technical docu-
ment with limited formatting.

These instructions can be found at http://comfort.cs.northwestern.edu
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No. | Resource | Type | Word Parameters | Powerpoint | Internet Explorer | Quake |

1 |CPU Ramp | 7.0,120 20120 20,120 [ 13,120

2 Blank

3 | Disk Ramp [ 7.0,120 8.0,120 5.0,120 5.0,120

4 | Memory | Ramp | 1.0,120 1.0,120 1.0,120 1.0,120

5 |CPU Step | 5.5,120,40 0.98,120,40 | 1.0,120,40 0.5,120,40
6 | Disk Step | 5.0,120,40 6.0,120,40 | 4.0,120,40 5.0,120,40
7 Blank

8 | Memory [ Step [ 1.0,120,40 [1.0,120,40 [1.0,120,40 [1.0,120,40

Figure 3.2: Testcase descriptions for the 4 tasks (given in random order).

e Presentation making using Microsoft Powerpoint (16 minutes): Each user duplicated a presen-
tation consisting of complex diagrams involving drawing and labeling from a hard copy of a
sample presentation.

e Browsing and research with Internet Explorer (16 minutes): Each user was assigned a news web
site and asked to read the first paragraphs of the main news stories. Based on this, they searched
for related material and saved it. This task involved multiple application windows.

e Playing Quake 111 (16 minutes): Quake Il is a well known first-person shooter game. There
were no constraints on user’s gameplay.

As the user performed the tasks, the UUCS client executed in the background and ran specific testcases. It
recorded all the system and contextual information as well as the user feedbacks, which were later used to
generate the results.

3.2.3 Testcases

We designed a set of primary testcases for each task that would help us answer some specific questions we
have. Testcases were either of the type ramp or step. We had 8 testcases of duration two minutes each as
the primary testcases for each task, and some extra testcases in case the user exhausted these. They are run
consecutively for each 16 minute task.

Calibration: Each task has different resource requirements, and the regions of resource usage
where interactivity is affected may be different for each task. For example, in Word very high values of
CPU Contention (around 3-5) are needed to affect interactivity, whereas in Quake CPU Contention values
in the region of 0.2 to 1.2 are enough to affect the interaction drastically. Therefore, careful calibration is
required to choose the parameters for the testcases for each task to observe any phenomena of interest. The
calibration was done by using the applications, running a large number of testcases with different parameters,
and then selecting those testcases which affected interactivity. However, these judgments are subjective in
nature and therefore prone to error. Incorrect calibration can result in regions of operation in which the user
is seldom discomforted or always discomforted. It is also important to choose the value of step testcases
carefully, as they help us in understanding the time dynamics of the relationship between resource borrowing
and user discomfort, the frog in the pot hypothesis (Section 1.2). By studying the user feedback values from
both, we can judge whether a ramp can lead to higher levels of resource borrowing compared to a step.

The testcase description for the control study by each task are summarized in Figure 3.2, with
additional details below:
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e Testcases 1, 3, 4 test for the level at which user discomfort is incurred
e Testcases 1 versus 5, 3 versus 6, 4 versus 8 are tests for frog-in-pot

e Testcases 2, 7 (and irritation expressed during sleep periods of all the others) test for the background
level of irritation

3.2.4 Overview of factors used in the controlled study

As described earlier the controlled study allows us to control various factors which can in turn help us find
answers to our questions directly. Some of the factors which were fixed and hence acted as controls are:

1. Context: The applications and their durations are pre-defined, thus letting us study the effects of
context.

2. Hardware and the software environment: The hardware was same for the two PCs used, thus elim-
inating any biases due to hardware. The effects due to hardware cannot be studied in this. The OS
(Windows XP) and installed software were also same.

3. Testcases: Using the same set of testcases for each task allowed us to study affect of specific patterns
of resource borrowing. Testcases were either of type ramp or step with different parameters. Using
careful calibration (Section 3.2.3), we can also study the frog in the pot hypothesis (Section 1.2).

3.3 Control study results

We now address the questions posed in the introduction using empirical cumulative distribution functions
and informal factor analysis. We describe the results below, along with additional observations.

3.3.1 What level of resource borrowing leads to user discomfort for a significant fraction of
users?

From the perspective of an implementor this is a key question. We can answer this question using cumulative
probability distributions (CDF) derived from running our ramp testcases, aggregated across contexts to
convey a general view of each resource.

Figures 3.3-3.5 show CDFs for CPU, memory and disk aggregated over all the tasks. The horizon-
tal axis is the level of contention for each resource. The vertical axis is the cumulative fraction of users
discomforted. As the level of borrowing increases, users’ interactivity is increasingly likely to be affected.
This is the discomfort region. Some users do not become discomforted in the range of levels explored. We
refer to this as the exhausted region. Each graph is labeled with the number of runs that ended in discomfort
(D fCount) and exhaustion (ExCount). There is also some probability that a user will feel discomforted
even when no resource borrowing (blank testcase) is occurring. We refer to this as the noise floor and it is
reflected in Figure 3.10.

To make our discussion easier, we derive three metrics from the CDFs. The first is f4, the fraction
of testcases which provoke discomfort,

D fCount

fa= D fCount + ExCount
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Figure 3.3: CDF of discomfort for CPU.
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Figure 3.4: CDF of discomfort for Memory.
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Figure 3.5: CDF of discomfort for Disk.

A low value of f; indicates that the range of contention applied in that context for resource borrowing
doesn’t affect interactivity significantly.

The second metric is cg g5, the contention level that discomforts 5% of the users. This is the 5th-
percentile of the CDFs. This value is of particular interest to implementors as it provides them with a level
that discomforts only a tiny fraction of users. Any other percentile can also be found from these CDFs.

The third metric is ¢, the average contention level at which discomfort occurs. This is useful in
comparing classes of users. Figures 3.7, 3.8, and 3.9 show the three metrics.

Figure 3.3 shows the CDF for CPU borrowing. Notice that even at CPU contention levels of 10,
more than 10% of users do not become irritated. More importantly, we can reach contention levels of 0.35
while irritating fewer than 5% of the users (co.05,cpu. >~ 0.35). This corresponds to consuming 35% of the
processor when there are no competing threads.

Figure 3.4 shows the CDF for memory. Notice that almost 80% of users are unfazed even when
nearly all their memory is consumed (f; = 0.21). Furthermore, aggregating over the four contexts, it
appears we can easily borrow 33% of memory on these common PCs while irritating fewer than 5% of users
(€0.05,memory =~ 0.33) in general.

Figure 3.5 shows the CDF for disk bandwidth. Almost 70% of users are comfortable even with
seven competing tasks (f; = 0.33). Furthermore, we can easily execute a single disk writing task, capable
of consuming the whole disk bandwidth if run alone, while irritating fewer than 5% of the users (co.o5 disk >~
1.11). We found this result remarkably counterintuitive as we ourselves tend to become uncomfortable when
large amounts of unexplained disk 1/O occurs on our desktops. The Dell machines we used for the study are
remarkably quiet and have very dim disk lights. We suspect that it is the limited feedback about disk activity
that leads to users accepting far higher amounts of disk contention than they otherwise might.

3.3.2 How does the level depend on which resource or combination of resources is bor-
rowed?

Figure 3.12 (located at the end of this chapter) shows the CDF for each context and resource pair. Consulting
its columns as well as the aggregated CDFs shown earlier clearly shows the strong dependence on the type
of resource. Within the contention levels explored by the ramp testcases for each resource, users are much
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| | CPU | Memory | Disk | Total |

Word L L L L

Powerpoint | M L L M

IE M M H M

Quake H M M H
| Total M L L

Figure 3.6: User sensitivity by task and resource (Low, Medium, High).

\ | CPU | Memory | Disk |

Word 0.71 | 0.00 0.10
Powerpoint | 0.95 | 0.07 0.17
IE 0.75 | 0.30 0.61
Quake 0.95 | 0.45 0.29
Total 0.86 | 0.21 0.33

Figure 3.7: f; by task and resource.

\ | CPU | Memory | Disk |

Word 3.06 | * 3.28
Powerpoint | 1.00 | 0.64 3.84
IE 0.61 | 0.31 2.02
Quake 0.18 | 0.08 0.69
Total 0.35 | 0.33 111

Figure 3.8: cg.05 by task and resource. (* indicates insufficient information)

\ | CPU | Memory | Disk |
Word 4.35 * 4.20
(3.97,4.72) (1.89,6.51)
Powerpoint | 1.17 0.64 4.65
(1.11,1.24) | (0.21,1.06) | (3.67,5.63)
IE 1.20 0.55 3.11
(1.07,1.33) | (0.39,0.71) | (2.69,3.52)
Quake 0.64 0.55 1.19
(0.58,0.69) | (0.37,0.74) | (0.86,1.52)
Total 1.47 0.58 2.97
(1.31,1.64) | (0.46,0.71) | (2.54,3.41)

Figure 3.9: ¢, by task and resource, including 95% confidence intervals. (* indicates insufficient informa-
tion)
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more tolerant with borrowing of memory and disk. This observation is qualitative as the testcases for each
resource are different, but within the levels explored this holds true.

The varying tolerance by resource also shows up in our aggregated f, ¢5 and ¢, metrics, the column
totals of Figures 3.7, 3.8, and 3.9. An important point to note is that the high f; value of CPU (0.86), does
not mean that the probability of discomforting users by borrowing CPU is 0.86. This probability depends on
the contention. To determine this probability, a level must be chosen and the CDFs consulted as described
in the previous section.

3.3.3 How does the level depend on the user’s context?

In Figure 3.12, we see dramatic differences in the reactions to resource borrowing between different contexts.
Consulting the rows illustrates this. It is clearly the case that the user’s tolerance for resource borrowing
depends not only on the resource, but also on what the user is doing.

The totals row of Figure 3.9 shows the average level at which discomfort occurs for the CPU con-
tention for the four tasks. For an undemanding application like Word, the CPU contention can be very high
(> 4) without significant affecting interactivity. However, with finer-grain interactivity, as in Powerpoint
and Quake, the average level is much lower. This is likely due to the more aggressive CPU demands of these
applications. Still, for the most aggressive application, Quake, results show that a thread with contention of
nearly 0.2 can still run with a low probability of discomfort.

We used the same testcase for memory in all four tasks, growing the working set from zero to
nearly the full memory size. The effect of memory borrowing is minimal in the case of Word (no discom-
fort recorded) and Powerpoint. IE and Quake are much more sensitive to memory borrowing, with more
instances of discomfort ( f; = 0.3 and f; = 0.45, respectively). For IE and Quake, value of ¢y 05 mem 1S
0.31 and 0.08 respectively, meaning that Quake users become discomforted at much lower levels. It appears
that once office applications like Word and Powerpoint form their working set, significant portions of the
remaining physical memory can be borrowed with marginal impact. This seems to be less true for IE and
Quake, where their memory demands may be more dynamic.

Disk bandwidth can be borrowed with little discomfort in typical office applications. In Word and
Powerpoint, the fraction of testcases ending in discomfort was small (f; = 0.01 and f; = 0.17 respectively),
in the wide range covered by the testcases. IE and Quake are more sensitive. For identical disk testcases,
we find that IE is more sensitive (f; = 0.61). This may be expected as IE caches files and users were asked
to save all the pages, resulting in more disk activity.

Figure 3.10 shows that users express feedback even when there is no testcase running. We note that
users exhibit this behavior only in IE and Quake. Quake is a very demanding application in which jitter
quickly discomforts users. There are sources of jitter on even an otherwise quiescent machine. Discomfort
in IE depends to some extent on network behavior.

Figure 3.6 summarizes our judgment of user sensitivity to resource borrowing by resource and task.
Note that the totals are not derived from the columns but represent overall judgments from the study of the
CDFs (Figure 3.12).

3.3.4 How does the level depend on the user, factoring out context?

Users’ comfort with resource borrowing depends to a small extent on their perceived skill level. We asked
our users to rate themselves as {Power User, Typical User, or Beginner} in each of {PC Usage, Windows,
Word, Powerpoint, IE, and Quake}.
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Total

Non-Blank testcases Blank

Discomforted | 295 33
Exhausted 47 212

\ MS Word |
Discomforted | 48 0
Exhausted 20 59
Prob of discomfort from blank testcase | 0.00

\ MS Powerpoint |
Discomforted | 71 0
Exhausted 4 60
Prob of discomfort from blank testcase | 0.00

\ Internet Explorer |
Discomforted | 50 14
Exhausted 17 50
Prob of discomfort from blank testcase | 0.22

\ Quake |
Discomforted | 126 19
Exhausted 6 43
Prob of discomfort from blank testcase | 0.30

Figure 3.10: Breakdown of runs.

| Application | Resource | Background | Rating Pair

| P-value | Avg. Contention Difference |

Quake
Quake
Quake
Quake
IE
IE

CPU
CPU
CPU
CPU
Disk
Mem

PC
Windows
Quake
Quake
Windows
Windows

Power, Typical
Power, Typical
Power, Typical
Typical, Beginner
Power, Typical
Power, Typical

0.006
0.031
0.001
0.031
0.004
0.011

0.176
0.137
0.224
0.139
1.114
0.354

Figure 3.11: Significant differences based on user-perceived skill level.
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We compared the average discomfort contention levels for the different groups of users defined by
their self-ratings for each context/resource combination using unpaired t-tests. In some cases, we found sig-
nificant differences, summarized in Figure 3.11. The largest differences were for the combination Quake/CPU.
For example, a Quake Power User will tolerate 0.224 less CPU contention than a Quake Typical User at a
significance level (p-value) of 0.001. Even the users’ self-rating for general Windows and PC use can lead to
interesting differences in their tolerance. For example, for CPU, the differences between discomfort levels
for Power and Typical users are quite drastic with p = 0.002 (PC Background) and p = 0.010 (Windows
Background). Applications which have higher resource requirements show greater differences between user
classes. However, our results are preliminary here and will improve with our Internet-wide study.

These results expose the psychological component to comfort with resource borrowing. Experi-
enced or power users have higher expectations from the interactive application than beginners. When we
borrow resources it may be helpful to ask the user to rate himself.

3.3.5 How does the level depend on the time dynamics of resource borrowing?

For this question, we have only preliminary results. We tested the frog in the pot hypothesis as described
earlier. We paired ramp and step testcases in our study to explore if a similar phenomenon might be true
of user comfort with resource borrowing—that a user would be more tolerant of a slow ramp that a quick
step to the same level. We did observe the phenomenon in Powerpoint/CPU—the majority of users (96%)
tolerated higher levels in the ramp testcase with a contention difference of 0.22 (averaged) with a p-value of
0.0001.

Our Internet-wide study (Section 5.3) is intended to address the question of time dynamics and of
raw host speed more carefully. 2

2Please refer to http://comfort.cs.northwestern.edu for more information on the Internet-wide study
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4

Programming issues

In this section we discuss some programming issues we faced while developing the Understanding User
Comfort client and server. Some of these are specific to the development environment we have used (Borland
C++ Builder Professional 6.0).

4.1 System information monitoring

Process monitoring using PDH puts a heavy load on the CPU. However, the Windows Task Manager does
this quite efficiently. We searched for more efficient means to enumerate all the processes on Windows
and came across an undocumented System call _ZwQuer ySyst em nf or mat i on( ), which does this
efficiently on Windows NT/2000/XP systems. Please refer to the code for the complete source code for
enumerating processes and related information.

4.2 Displaying an __int64 valuein Borland C++

This was needed to handle large disk sizes and other 64 bit structures. The following code fragment does
the trick.

void _ fastcall TFornil::Buttonldick(TOoject *Sender)

{
/1 ULARCE_INTEGER is a __int64 val ue.

ULARGE | NTEGER fbatc, tnob, tnofb;
Get Di skFreeSpaceEx("c:", & batc, & nob, & nofb );

char a[40] ={ 0 };
sprintf(a, "% 64Ld", tnob. QuadPart);

Showvessage( a) ;
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4.3 Handle GUI only in themain thread

We observed that showing and hiding forms or dialogs in other threads besides the main GUI thread led to
unexpected exceptions. It is advisable to have all the GUI handling code in the main thread itself.

4.4 Changingthread priorities

Threads are scheduled to run based on their scheduling priority. Each thread is assigned a scheduling
priority. The priority levels range from zero (lowest priority) to 31 (highest priority). Only the zero-page
thread can have a priority of zero. (The zero-page thread is a system thread responsible for zeroing any free
pages when there are no other threads that need to run.). The system treats all threads with the same priority
as equal. The system assigns time slices in a round-robin fashion to all threads with the highest priority. If
none of these threads are ready to run, the system assigns time slices in a round-robin fashion to all threads
with the next highest priority.
The priority of each thread is determined by the following criteria:

e The priority class of its process
e The priority level of the thread within the priority class of its process

The priority class and priority level are combined to form the base priority of a thread.
The following code illustrates how to change the priority class for a process and then the priority
for a particular thread belonging to that process. Put

SetPriorityd ass( GetCurrentProcess(), REALTIME PRI ORI TY_CLASS );
Set ThreadPriority( CetCurrent Thread(), THREAD PRIORITY_TIME_CRITICAL );

before the code you want to boost and

SetPriorityd ass( GetCurrentProcess(), NORVAL PRI ORI TY_CLASS );
Set ThreadPriority( CetCurrentThread(), THREAD PRI ORI TY_NORVAL );

after the block—this will bring your application to a normal status.

4.5 Working with global hotkeys

The C++ Builder VCL Hotkey component does not handle system wide hotkeys. Windows API Calls
Regi st er Hot Key () and UnRegi st er Hot Key () do the trick. They take modifiers and the hotkey.
Modifiers can be changed logically using MOD_CONTROL, MOD_ALT and MOD_SHI FT operators. To set a
key like F11 as the hotkey, use VK_F11 as the hotkey without any modifiers. F12 cannot be registered as a
hotkey.

For handling the hotkey message, a message handler for the WM_HOTKEY needs to be added to the
Form class. TMessage is the Windows Message Type and G obal Hot Key() is the function which is
called on receiving this event:

BEG N_MESSAGE_MAP
VESSAGE_HANDLER( WM HOTKEY, TMessage, A obal Hot Key) ;
END_NMESSAGE_MAP( TFor m)
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4.6 Programming the system tray icons

We have used the C++ Builder Traylcon component which automatically minimizes the application to a
system tray icon. After it has been minimized, it can handle regular events like any other control, like right
clicks. It also supports popup menu on specified input. The OnCl i ck event is used to allow the user to
express feedback using a click on the system tray icon.

4.7 Client-server problems

We used the Indy Socket Library! available for C++ Builder to implement our client and server. The client
showed many unexpected problems while running. There were numerous exceptions of the type “Socket
operation on non-socket error”. The lesson we learned is that every client socket function must be enclosed
withinatry () catch(...) structure to catch all exceptions. Please refer to the client code for exact
code used for this.

Also, the Connect ed() method should be called before attempting to use a connection between
the client and a server.

4.8 System detection code

The following describes how we can detect and record the detailed hardware and system information of a
user machine.

4.8.1 CPU detection

CPU information like processor type, processor model, numbers of processors and so on are all detected.
For example, we get information like “Intel x86, Family 15, Model 2, Stepping 7, 2000 MHz, MMX".
Since the frequency of CPU is an important factor considering resource borrowing, we use the following
four methods together to detect and record it, in case some method does not work in certain system:

e Calculate the CPU frequency dynamically
e Assembly code
e Querying Windows registry

e msinfo32.exe tool under Windows

4.8.2 Memory detection

We can detect detailed memory information like physical memory size, virtual memory size, page file size,
page file number and so on. We use two methods together.

e Windows API (e.g. A obal MenorySt at us() and Get Syst enl nfo())

e msinfo32.exe tool under Windows

http://www.nevrona.com/Indy/
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4.8.3 Disk detection

We can detect detailed disk information of user machine. All disks (physical and virtual) and partitions
information will be detected. Here we also use Windows API (e.g. Get Di skFreeSpace()) and the
msinfo32.exe tool methods together to ensure correctness.

4.8.4 Network detection

We make use of the Windows network utilities, ipconfig.exe and route.exe, to detect all network (physical
and virtual) related information.

4.8.5 System detection

By using msinfo32.exe tool, we can detect various hardware system information, for example:

System Nane M NET-4

Syst em Manuf act ur er Del | Conputer Corporation
Syst em Model Opti Pl ex GX260
System Type X86- based PC

Bl OS Versi on/ Dat e Del | Conputer Corporation A02, 7/25/2002
SMBI CS Version 2.3

4.8.6 Operating system detection
Using the Windows API (e.g. Get Ver si onEx() ) and the msinfo32.exe tool, we also detect detailed OS.

4.9 Generatingthe GUID

A Globally unique identifier (GUID) is needed to uniquely identify the client on the server side. GUIDs
help in keeping the information received from the various clients separate from each other. The client GUID
is creating using four values: the group id specified in the client setup, the IP address of the client, calling
Uui dCr eat eSequent i al () and extracting the MAC address part and the Disk Volume Serial Number
got from Windows API call Get Vol unrel nf or mat i on() .

The entire string returned by Uui dCr eat eSequent i al () is not used, because it was found to
change its value with time. The MAC address portion is the only part that is fixed, so we extract that.
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5

Conclusions and future wor k

5.1 Advicetoimplementors

Based on our study, we can offer the following guidance to implementors of distributed computing and
thin-client frameworks.

e Borrow disk and memory aggressively, CPU less so.

Build a throttle [23]. Your system can benefit from being able to control its borrowing at a fine
granularity similar to the UUCS client.

Exploit our CDFs (Figures 3.3-3.5) to set the throttle according to the percentage of users you are
willing to affect. As we collect more data, the CDF estimates will improve.

¢ Know what the user is doing. Their context greatly affects the right throttle setting.

Consider using user feedback directly in your application.

5.2 Conclusions

We have described the design and implementation of a system for measuring user comfort with resource
borrowing, as well as a carefully controlled study undertaken with the system. The end result has three
components. First, we provided a set of empirical cumulative distribution functions that show how to trade
off between the level of borrowing of CPU, memory, and disk resources and the probability of discomforting
an end-user. Second, we describe how resource type, user context (task), and user-perceived expertise affect
these CDFs. Finally, we have made initial observations on how the time dynamics of resource borrowing
affect the level.

Surprisingly, disk and memory can be borrowed quite aggressively with little user reaction, while
CPU can also be borrowed liberally. Our observations formed the basis of advice for the implementers of
distributed computing and thin-client frameworks. We are currently exploring how to use user feedback
directly in the scheduling of these frameworks and applications.
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5.3 Internet-wide study

Our controlled study at Northwestern helped us to answer and address many of the questions we raised in the
introduction. We are now expanding both the scale and the questions through an Internet-wide study open to

all participants. Any individual with a Windows computer is welcome to visit http://comfort.cs.northwestern.edu
to download and run a copy of the UUCS client. The client is configurable by the user, including privacy
options. We currently have about 100 users and are looking for many more.

In the Internet-wide study, the user uses the computer as normal. When user indicates any discom-
fort, the client records the context, the running processes, the contention levels, and other data similar to the
controlled study. We plan to use this data to create better estimates for the aggregated resource CDFs (Fig-
ures 3.3-3.5), better understand the effect of context and the effect of the raw performance of the machine
which was not studied in our controlled study.

5.4 Possibleinteraction between different exercisers

Each resource exerciser could affect the operation of other exercisers. Since disk exerciser threads also
consume CPU, they could also contribute to CPU contention and thus affect the CPU results. The amount of
interaction depends on the number of disk contention threads running. Beyond a certain number of threads,
the disk threads may start having significant effects. This sort of interaction is one area of future study. CPU
exercisers could also affect the disk exercisers, by not allowing the disk exercisers enough CPU time to do
their disk processing.

5.5 Resource control using human feedback

The bulk of our work has focused on characterizing user comfort statically, with the goal of finding “do
not exceed” limits on resource borrowing. However, we are also interested in using user comfort feedback
directly, to dynamically find the limits and track them as the change with time. In this vein, we are exploring
the use of the “one button” feedback approach to control the limit, trading off between the average time
between button presses and the amount of CPU that can be consumed by the distributed application that is
contending with the user.
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Appendix A

Publicity

Website: The project website is located at http://comfort.cs.northwestern.edu. The website was designed to
attract users to give an introduction to the project and also to attract people to the study.

Posters: Two posters have been designed. First poster was designed for the beta study and introduc-
ing people in the Computer Science Department to the project. The second poster is a call for participation
for everyone to participate in the Internet-wide study.

The following is the text for the second poster which serves as a brief introduction the project:

39



CALL FOR PARTICIPATION
UNDERSTANDING USER COMFORT
WITH RESOURCE BORROWING

What is our Project about ?

As you may already be aware, today’s desktop computer resources can be used for useful back-
ground computation like protein folding (folding@home), drug research and others (seti@home). Such
computation is mostly done when the system is idle. Our goal is to find out how much of the resources can
be borrowed from users’ non-idle PC, still without affecting their work. This could result in tremendous
benefits for distributed computing projects. It could also help us understand how much computing power
is actually needed by individuals in their day-to-day tasks, which could be used to provide cheaper
computing power to the users.

How can you help ?

We have developed an application that emulates resource borrowing. You can help us by installing
this application and giving feedback whenever you feel that your PC’s performance is below your
expectations. On expressing feedback, it releases all borrowed resources and the PC immediately returns
to normal.

The application runs in the background and feedback can be expressed simply by pressing a key or
right-clicking the mouse. The installation is intrusion-free and doesn’t affect your registry or any system
files, and the application can be uninstalled easily and cleanly. Your feedback will give us good insights
into understanding user behavior and contribute to our research.

You can download the application from http://comfort.cs.northwestern.edu/software.html.  Please
read the brief help file for a quick intro to using the application

A.1 [Inviting controlled study participants

For publicizing our control study, we used posters and email. The following message was sent to different
groups. The poster has similar text.

USER STUDY PARTI Cl PANTS WANTED!
$15 for your tine!

Hel p advance the state of the art!

We are working to understand user irritation with resource borrowing in

conput er systens. We seek nenbers of the Northwestern comunity
(faculty, staff, students) to participate in a user study to that end.
To participate, please enail irritati on@s. northwestern. edu. We will

arrange an appointnent with you that will take roughly 1.5 hours. You
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will sinply use a Wndows conputer for several tasks while we make it
slower and faster in different ways. You'll just press an ‘‘irritation
button’’ when the conmputer annoys you. That's it. W wll pay you $15
for your tine.
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